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Mr.  Chairman  and  Members  of  the  Committee: 


I  am  pleased  to  be  here  today  to  discuss  actions  needed  to  address 
high-risk  problems  and  improve  performance  and  accountability  across 
the  federal  government.  It  is  particularly  gratifying  to  present  our  findings 
before  this  Committee,  given  its  long-standing  commitment  to,  and 
support  of,  our  High-Risk  Series.  This  Committee  also  deserves 
recognition  as  one  of  the  key  initiators  of  our  new  Performance  and 
Accountability  Series. 

Our  set  of  performance  and  accountability  detailed  reports  and  the  latest 
update  to  our  high-risk  series  were  issued  to  the  Congress  on  January  25, 
1999. 1  Collectively,  these  reports  show  the  serious  challenges  that  must  be 
confronted  to  achieve  more  efficient,  effective,  and  economical  federal 
operations  and  to  build  greater  public  respect  for,  and  confidence  in,  their 
government.  Providing  this  analysis  at  the  beginning  of  the  106th  Congress 
is  an  important  way  to  assist  congressional  committees  in  shaping  their 
oversight  and  legislative  agendas. 

To  further  enhance  understanding  of  these  critical  challenges,  today  I  am 
sending  each  member  of  Congress  an  executive  summary  of  the 
Performance  and  Accountability  and  High-Risk  Series.2  This  document 
outlines  the  actions  needed  to  address  these  major  management 
challenges  and  reduce  risks  to  government  performance  and  operations.  It 
summarizes  an  extensive  amount  of  GAO  analyses  covering  virtually  the 
entire  federal  government  in  a  concise,  highly  readable  document;  I  plan  to 
provide  more  summaries  in  such  a  format  to  augment  detailed  GAO  reports 
and  communicate  more  effectively  with  Members  on  important  issues. 


Improving 
Performance  and 
Accountability  Across 
Government 


My  testimony  today  focuses  on  the  major  challenges  faced  by  government 
in  improving  its  performance  and  strengthening  accountability.  They  are 

Adopting  an  effective  results  orientation. 

Improving  the  use  of  information  technology  to  achieve  results. 
Strengthening  financial  management  for  decision-making  and 
accountability. 


Performance  and  Accountability  Series:  Msyor  Management  Challenges  and  Program  Risks 
(GAO/OCG-99-1  through  GAO/OCG-99-2I,  January  1999)  and  High-Risk  Series:  An  Update 
(GAO/HR-99- 1,  January  1999). 

Performance  and  Accountability  and  High-Risk  Series:  Major  Management  Challenges  and  Risks:  An 
Executive  Summary  (GAO/OCG-99-ES,  February  1999). 
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•  Building,  maintaining,  and  marshaling  the  human  capital  needed  to 
achieve  results. 

A  central  part  of  this  challenge  is  giving  adequate  attention  to  resolving 
high-risk  problems.  Since  1990,  we  have  identified  government  operations 
that  are  “high  risk”  because  of  their  greater  vulnerabilities  to  waste,  fraud, 
abuse,  and  mismanagement.  This  effort  brought  a  much  needed  focus  on 
problems  that  are  costing  the  government  billions  of  dollars. 

To  help,  we  have  made  hundreds  of  recommendations  to  improve  these 
high-risk  operations.  Overall,  agencies  are  making  progress  in  trying  to 
correct  these  problems  and  the  Congress  has  acted  through  hearings  and 
legislation.  Sustained  attention  is  needed  to  make  further  headway. 
High-risk  problems  are  highlighted  throughout  this  statement  and  listed  in 
appendix  I. 


Adopting  an  Effective 
Results  Orientation 


The  cornerstone  of  efforts  to  implement  performance-based  management 
is  the  adoption  of  a  results  orientation.  Many  agencies  continue  to  struggle 
to  implement  basic  tenets  of  performance-based  management  called  for  by 
the  Government  Performance  and  Results  Act.  The  uneven  pace  of 
progress  across  government  is  not  surprising;  agencies  are  in  the  early 
years  of  undertaking  the  changes  that  performance-based  management 
entails. 


Defining  Goals  and  Too  often,  the  government  has  failed  to  manage  on  the  basis  of  a  clear 

Measures  understanding  of  the  results  expected  to  be  achieved  and  how 

performance  will  be  gauged.  These  understandings  are  vital  because 
programs  are  designed  and  implemented  in  dynamic  environments; 
competing  program  priorities  and  stakeholders’  needs  must  continuously 
be  balanced  and  new  needs  addressed. 
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Aligning  Activities  to  Meet  Ineffective  and  outmoded  organizational  and  program  structures 
Demands  frequently  have  undermined  agencies’  effectiveness.  Challenges  agencies 

confront  range  from  the  need  for  clearer  lines  of  accountability  to 
streamlining  organizations  in  response  to  changing  circumstances.  All 
federal  agencies  share  the  ongoing  need  to  ensure  that  their  organizational 
structures  and  program  approaches  efficiently  support  the 
accomplishment  of  mission-related  goals. 
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Rationalizing  Crosscutting 
Efforts 


The  Department  of  Energy  (DOE)  '  Cfffg 
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Virtually  all  of  the  results  that  the  government  strives  to  achieve  require 
the  concerted  and  coordinated  efforts  of  two  or  more  agencies.  However, 
mission  fragmentation  and  program  overlap  are  widespread  and  programs 
are  not  always  well-coordinated.  This  wastes  scarce  funds,  frustrates 
taxpayers,  and  limits  overall  program  effectiveness.  Table  1  illustrates  this 
problem,  found  in  over  30  programs  across  government  and  covering 
nearly  a  dozen  federal  missions. 
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Table  1 :  Areas  of  Fragmentation  and 
Overlap 


Mission  areas 

Programs 

Agriculture 

•  Food  safety 

Commerce  and  housing  credit 

•  Financial  institution  regulation 

Community  and  regional 
development 

•  Community  development 

•  Economic  development 

•  Emergency  preparedness 

•  Housing 

•  Rural  development 

Education,  training, 
employment  and  social 
services 

•  Early  childhood  programs 

•  Employment  training 

•  Student  aid 

General  science,  space,  and 
technology 

•  High  performance  computing 

•  National  laboratories 

•  Research  and  development  facilities 

•  Small  business  innovation  research 

General  government 

•  Federal  statistical  agencies 

Health 

•  Long-term  care 

•  Substance  abuse 

•  Nuclear  health  and  safety 

•  Telemedicine 

Income  security 

•  Child  care 

•  Welfare  and  related  programs 

•  Youth  programs 

International  affairs 

•  Educational  programs 

•  Policy  formulation  and  implementation 

Law  enforcement 

•  Border  inspections 

•  Drug  control 

•  Investigative  authority 

•  Drug  trafficking 

•  Combating  terrorism 

Natural  resources  and 
environment 

•  Federal  land  management 

•  International  environmental  programs 

•  Hazardous  waste  cleanup 

•  Water  quality 
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Creating  Performance  Federal  agencies  are  working  with  their  state  partners  to  instill 

Partnerships  performance-based  approaches  to  managing  intergovernmental  programs. 

Partnership  agreements  centered  on  results-oriented  goals  and  measures 
can  be  an  effective  vehicle  for  achieving  results  while  providing  states 
with  needed  flexibility.  However,  in  some  cases  the  government  could  do  a 
better  job. 


Developing  and  Using  An  environment  that  focuses  on  results  needs  different  information  from 

Performance  Information  that  traditionally  collected.  Obtaining  more  credible  results-oriented 

performance  information  is  essential  for  (1)  accurately  assessing  agencies’ 
progress  in  achieving  goals  and  (2)  in  cases  where  sufficient  progress  is 
not  being  made,  for  identifying  opportunities  for  improvement. 


Improving  the  Use  of 
Information 
Technology  to 
Achieve  Results 


The  government  is  heavily  dependent  on  computer  systems  and  networks 
to  implement  vital  public  services  supporting  national  defense,  revenue 
collection,  and  social  benefits.  However,  billions  of  dollars  have  been 
wasted  for  computer  systems  that  failed  to  deliver  expected  results.  To  the 
extent  that  billions  in  planned  annual  obligations  for  information 
technology  can  be  spent  more  wisely,  federal  programs  will  operate  more 
efficiently  with  less  cost.  To  accomplish  this,  the  government  faces  a 
number  of  critical  challenges. 


Addressing  the  Urgent 
Year  2000  Computing 
Challenge 


Resolving  the  Year  2000  computing  problem  is  the  most  pervasive, 
time-critical  risk  facing  government  today.  Unless  adequate  actions  are 
taken,  key  federal  operations — national  defense,  benefit  payments,  air 
traffic  management,  and  more — could  be  seriously  disrupted.  Over  the 
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past  2  years,  preparedness  has  improved  markedly,  but  significant 
challenges  remain  and  time  is  running  out. 


Figure  1 :  Year  2000  Progress 


Tier  1 :  Agencies  Demonstrating  Insufficient  Evidence  of  Progress  1 

•  Defense 

•  HHS 

•  Transportation 

•  Energy 

•  State 

•  AID 

Tier  2:  Agencies  Showing  Evidence 

of  Progress  But  About  Which  1 

OMB  Had  Concerns 

•  Agriculture 

•  Education 

•  Labor  • 

OPM 

•  Commerce 

•  Justice 

•  Treasury 

Tier  3:  Agencies  Making  Satisfactory  Progress 

•  HUD 

•  EPA 

•  NASA 

SBA 

•  Interior 

•  FEMA 

•  NSF 

SSA 

•  VA 

•  GSA 

•  NRC 

Source:  November  1998  OMB  report. 

To  help  agencies  mitigate  Year  2000  risks,  we  produced  guides  on 
enterprise  readiness,  business  continuity  and  contingency  planning,  and 
testing.  We  also  issued  over  70  reports  and  made  over  100 
recommendations  to  improve  the  readiness  of  the  government  as  a  whole 
and  of  a  wide  range  of  individual  agencies.  The  scope  of  this  problem 
extends  beyond  federal  operations — it  spans  all  spectrums  of  our  national 
economy  as  well  as  globally.  Accordingly,  we  recommended  that  the 
President’s  Council  on  Year  2000  Conversion  develop  a  comprehensive 
picture  of  the  nation’s  readiness  by  key  economic  sector — including  risks 
posed  by  international  links.  The  Council  has  adopted  a  sector-based  focus 
to  increase  awareness  and  has  begun  developing  a  national  assessment. 


Resolving  Serious  Continuing  computer  security  weaknesses  put  critical  federal  operations 

Information  Security  and  assets  at  great  risk.  Such  problems  make  it  easier  for  individuals  and 

Weaknesses  groups  to  obtain  sensitive  information,  commit  fraud,  or  disrupt 

operations.  In  today’s  environment,  these  threats  include  a  range  of 
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military  enemies,  criminals,  and  terrorists  who  have  the  capability  to 
severely  disrupt  or  damage  the  systems  and  infrastructures  upon  which 
our  nation  depends. 

Much  more  needs  to  be  done  to  ensure  that  systems  and  data  supporting 
essential  federal  operations  are  adequately  protected.  First,  individual 
agencies  need  to  proactively  manage  risk  and  strengthen  computer 
security  programs  by  adopting  best  practices,  such  as  those  we  described 
in  a  May  1998  executive  guide  entitled  Information  Security  Management: 
Learning  From  Leading  Organizations  (gao/aimd-98-68).  Second,  stronger 
govemmentwide  leadership  is  essential.  A  May  1998  presidential  directive 
established  entities  within  the  National  Security  Council  and  the  fbi  to 
address  critical  infrastructure  issues.  Consistent  with  our 
recommendations,  omb  and  the  National  Security  Council  are  working 
collaboratively  to  increase  govemmentwide  focus  on  this  issue,  but  these 
efforts  are  only  in  their  early  stages. 


Ensuring  That  Investments  Agencies  are  making  some  strides  in  improving  information  technology 
Improve  Services  investment  strategies,  but  current  practices  fall  short  of  statutory 

expectations  established  by  the  1995  Paperwork  Reduction  Act  and  the 
1996  Clinger-Cohen  Act. 


Figure  2:  Key  Information  Technology 
Challenges 


Information  Technology  Challenges 

•  Better  justify  how  costly  investments  will  improve 
performance. 

•  Design  architectures  before  proceeding  with 
massive  system  modernization  efforts. 

•  Fix  inadequate  software  development  and 
acquisition  practices. 

•  Build  effective  chief  information  officer  leadership 
and  organizations. 
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The  following  four  troubled  multibillion  dollar  modernizations,  which  we 
have  designated  high  risk,  illustrate  the  vital  importance  of  meeting  these 
challenges.  Their  ultimate  success  is  key  to  the  government's  future  ability 
to  deliver  critical  services — safe  and  efficient  air  travel,  modem  tax 
processing  and  customer  service  operations,  and  improved  weather 
forecasting — as  well  as  improving  systems  that  support  national  defense 
operations. 
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Strengthening 
Financial 
Management  for 
Decision-Making  and 
Accountability 


Reliable  and  timely  information  is  essential  to  ensure  adequate 
accountability,  manage  for  results,  and  make  timely  and  well-informed 
judgments.  However,  such  information  historically  has  not  been  routinely 
available  across  government.  The  combination  of  reforms  ushered  in  by 
the  Results  Act  and  the  Chief  Financial  Officers  (cfo)  Act  will,  if 
successfully  implemented,  generate  the  necessary  foundation  to 
effectively  run  performance-based  organizations. 

The  cfo  Act  requires  agencies  to  routinely  produce  sound  cost  and 
performance  information.  Toward  that  end,  the  24  largest  departments  and 
agencies  have  been  required  to  prepare  annual  audited  financial 
statements  beginning  with  fiscal  year  1996.  Eleven  of  these  agencies 
received  unqualified  audit  opinions  for  fiscal  year  1997 — up  from  6  for 
fiscal  year  1996. 


Figure  3:  FY 1997  Financial  Statement 
Audit  Opinions 


Unqualified  audit  opinions  were  received  by: 

•  Education  •  Labor  •  GSA  •  SBA 

•  Energy  •  State  •  NASA  •  SSA 

•  Interior  •  EPA  •  NRC 

Qualified  audit  opinions  were  received  by: 

•  HHS  •  HUD  •  VA  •  NSF 

Disclaimers  of  audit  opinion  were  received  by: 

•  Agriculture  •  Defense  •  Transportation 

•  Commerce  •  Justice  •  AID 

Other  CFO  agencies: 

•  Treasury  received  an  unqualified  opinion  on  its  administrative  financial  statements  and 
a  qualified  opinion  on  its  custodial  schedules. 

•  FEMA  received  an  unqualified  opinion  on  a  financial  statement  for  a  part  of  the 
agency.  Financial  statements  were  not  prepared  for  the  whole  agency. 

•  OPM's  Retirement  Fund  and  Life  Insurance  Fund  received  unqualified  opinions; 
revolving  funds,  health  benefits,  and  salaries  and  expenses  received  disclaimers. 
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The  most  serious  difficulties  in  implementing  the  cfo  Act’s  goals  axe 
framed  by  the  results  of  our  first-ever  audit  of  the  government’s 
consolidated  financial  statements  for  fiscal  year  1997.  Widespread 
financial  system  weaknesses,  problems  with  fundamental  recordkeeping, 
incomplete  documentation,  and  weak  internal  controls — including 
computer  controls — prevented  the  government  from  accurately  reporting 
a  large  portion  of  its  assets,  liabilities,  and  costs.  These  deficiencies 
undermine  agencies’  ability  to  accurately  measure  costs  and  effectively 
safeguard  federal  assets  and  manage  operations. 

The  President  responded  by  requiring  agency  heads  to  submit  plans  to  omb 
to  correct  deficiencies.  Financial  management  reform  was  designated  a 
top  management  priority.  The  House  passed  a  resolution  urging  quick 
resolution  of  these  problems.  The  requirements  of  the  cfo  Act  are 
prompting  steady  improvements  in  financial  accountability,  but  major 
difficulties  must  be  overcome  in  high-risk  areas,  as  depicted  below. 
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Audited  financial  statements  are  essential  to  providing  an  annual  public 
scorecard  on  accountability.  However,  an  unqualified  audit  opinion,  while 
certainly  important,  is  not  an  end  in  itself.  For  some  agencies,  the 
preparation  of  financial  statements  requires  considerable  reliance  on  ad 
hoc  programming  and  analysis  of  data  produced  by  inadequate  systems 
that  are  not  integrated  or  reconciled,  and  often  require  significant  audit 
adjustments.  Efforts  to  obtain  reliable  year-end  data  that  are  not  backed 
up  by  fundamental  improvements  in  underlying  financial  management 
systems  and  operations  to  support  ongoing  program  management  and 
accountability  will  not  achieve  the  intended  results  of  the  cfo  Act  over  the 
long  term. 


Providing  cost  information  also  remains  a  key  challenge.  New  standards 
require  agencies  to  develop  measures  of  the  full  costs  of  carrying  out  a 
mission,  producing  products,  or  delivering  services  to  promote 
comparison  of  the  costs  of  various  programs  and  results.  Developing  the 
necessary  information  will  be  a  substantial  undertaking;  and  while  there  is 
a  broad  recognition  of  the  importance  of  doing  so,  for  the  most  part, 
agencies  have  just  begun  this  effort. 


Building,  Maintaining, 
and  Marshaling  the 
Human  Capital 
Needed  to  Achieve 
Results 


Human  capital  planning  must  be  an  integral  part  of  an  organization’s 
strategic  and  program  planning;  human  capital  itself  should  be  thought  of 
not  as  a  cost  to  be  minimized  but  as  an  asset  to  be  enhanced.  The 
challenge  confronting  federal  agencies  as  they  seek  to  become  more 
performance-based  is  to  align  their  human  capital  policies  and  practices 
with  their  program  goals  and  strategies. 


Adopting  a  Strategic 
Approach 


Leading  organizations  understand  that  effectively  managing 
employees — or  human  capital — is  essential  to  achieving  results.  Only 
when  the  right  employees  are  on  board  and  provided  the  training,  tools, 
structure,  incentives,  and  accountability  to  work  effectively  is 
organizational  success  possible. 
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Developing  Staff  to  Meet 
Critical  Needs 


The  rapid  pace  of  social  and  technological  change  and  shifts  in  agency 
strategies  to  achieve  their  missions  pose  continuing  challenges  to  attract 
and  develop  skilled  staff.  Skills  gaps  in  critical  areas  undermine  agencies’ 
effectiveness  and  efforts  to  address  high-risk  areas. 


Creating  a 

Performance-Oriented 

Culture 


Moving  successfully  to  a  more  performance-based  approach  requires  that 
organizations  better  align  their  human  capital  policies  and  practices  with 
their  missions  and  goals.  New  ways  of  thinking  must  be  adopted  about  the 
goals  to  be  achieved;  the  organizational  arrangements,  program  strategies, 
and  partnerships  needed  to  achieve  those  goals;  and  how  progress  will  be 
measured.  Likewise,  employee  incentive  and  accountability  mechanisms 
need  to  be  aligned  with  the  goals  of  the  organization.  The  failure  to 
constructively  involve  staff  in  an  organization’s  efforts  to  become  more 
performance-based  means  running  the  risk  that  the  changes  will  be  more 
difficult  and  protracted  than  necessary. 


Page  15 


GAO/T-OCG-99-23 


Overall,  human  capital  must  become  a  more  prominent  issue  for  the 
government  as  agencies  become  more  performance-based.  Financial 
management,  information  technology  management,  and  results-oriented 
goalsetting  and  measurement  have  all  been  the  subject  of  major  reform 
legislation  this  decade.  As  a  next  step,  human  capital  reforms  will  be 
necessary  to  fully  realize  the  benefits  which  can  be  gained  through  a 
well-defined  performance-based  management  and  accountability 
framework. 


In  summary,  important  activities  have  begun  to  implement 
governmentwide  reforms,  but  more  effort  is  needed  to  produce  tangible, 
lasting  accountability.  Greater  attention  also  is  needed  on  human  capital 
strategies  to  support  meaningful  and  sustainable  management  reforms 
across  government. 

gao  is  committed  to  helping  the  Congress  and  federal  agencies  better  serve 
the  American  people  and  prepare  for  the  demands  of  the  21st  century. 

Two  of  my  primary  goals  for  gao  are  to  help  continuously  improve  the 
efficiency,  effectiveness,  and  economy  of,  and  the  accountability  over, 
federal  operations  and  to  help  enhance  the  public’s  respect  for,  and 
confidence  in,  their  government.  In  addition  to  our  ongoing  support  to  the 
Congress  through  reports,  testimonies,  and  consultations,  we  plan  to 
update  the  issues  addressed  in  the  Performance  and  Accountability  and 
High-Risk  Series  at  the  beginning  of  each  new  Congress.  This  will  be  an 
important  way  to  gauge  progress. 

Mr.  Chairman,  this  concludes  my  statement.  I  would  be  pleased  to  answer 
questions. 
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Attachment 


1999  High-Risk  List 


1999  High-Risk  Areas  and  The  Year 
They  Were  Designated  High  Risk 


Addressing  Urgent  Year  2000  Computing  Challenge  1997 

Resolving  Serious  Information  Security  Weaknesses  1997 

Ensuring  Major  Technology  Investments  Improve  Services 

•  Air  Traffic  Control  Modernization  1995 

•  Tax  Systems  Modernization  1995 

•  National  Weather  Service  Modernization  1995 

•  DOD  Systems  Development  and  Modernization  Efforts  1995 

Providing  Basic  Financial  Accountability 

•  DOD  Financial  Management  1995 

•  Forest  Service  Financial  Management  1999 

•  FAA  Financial  Management  1999 

•  IRS  Financial  Management  1995 

•  IRS  Receivables  1990 

Reducing  Inordinate  Program  Management  Risks 

•  Medicare  1990 

•  Supplemental  Security  Income  1997 

•  IRS  Tax  Filing  Fraud  1995 

•  DOD  Infrastructure  Management  1997 

•  HUD  Programs  1994 

•  Student  Financial  Aid  Programs  1990 

•  Farm  Loan  Programs  1990 

•  Asset  Forfeiture  Programs  1990 

•  The  2000  Census  1997 

Managing  Large  Procurement  Operations  More  Efficiently 

•  DOD  Inventory  Management  1990 

•  DOD  Weapon  Systems  Acquisition  1990 

•  DOD  Contract  Management  1992 

•  Department  of  Energy  Contract  Management  1990 

•  Superfund  Contract  Management  1990 

•  NASA  Contract  Management  1990 
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Ordering  Information 

The  first  copy  of  each  GAO  report  and  testimony  is  free. 
Additional  copies  are  $2  each.  Orders  should  be  sent  to  the 
following  address,  accompanied  by  a  check  or  money  order 
made  out  to  the  Superintendent  of  Documents,  when 
necessary.  VISA  and  MasterCard  credit  cards  are  accepted,  also. 
Orders  for  100  or  more  copies  to  be  mailed  to  a  single  address 
are  discounted  25  percent. 

Orders  by  mail: 

U.S.  General  Accounting  Office 
P.O.  Box  37050 
Washington,  DC  20013 

or  visit: 

Room  1100 

700  4th  St.  NW  (comer  of  4th  and  G  Sts.  NW) 

U.S.  General  Accounting  Office 
Washington,  DC 

Orders  may  also  be  placed  by  calling  (202)  512-6000 

or  by  using  fax  number  (202)  512-6061,  or  TDD  (202)  512-2537. 

Each  day,  GAO  issues  a  list  of  newly  available  reports  and 
testimony.  To  receive  facsimile  copies  of  the  daily  list  or  any 
list  from  the  past  30  days,  please  call  (202)  512-6000  using  a 
touchtone  phone.  A  recorded  menu  will  provide  information  on 
how  to  obtain  these  lists. 

For  information  on  how  to  access  GAO  reports  on  the  INTERNET, 
send  an  e-mail  message  with  "info"  in  the  body  to: 

info@www.gao.gov 

or  visit  GAO’s  World  Wide  Web  Home  Page  at: 
http://www.gao.gov 


PRINTED  ON  RECYCLED  PAPER 


Lynch,  Lue 


From: 

Sent: 

To: 

Cc: 

Subject: 


Smith,  Willis 

Wednesday,  April  14, 1999  6:56  AM 

Lynch,  Lue 

Greer,  Frank 

FW:  Report  Acquisition 


Lue,  help  out  Customer  help!  Thanks,  Willis 

— Original  Message — 

From:  Customer  Help  Desk 

Sent:  Tuesday,  April  13,  1999  5:20  PM 

To:  Smith,  Willis 

Subject:  Report  Acquisition 

Willis 

Could  you  try  to  get  the  1998  version  of  ADA  320  306.  Please  call  the  11th  Mission  Support  Squadron,  Sgt  Rogers  when 
you  know  something. 

DSN  754  3296  AC  202  404  3296 
Many  Thanks 
Frank  Greer 
DTIC/Help  Desk 


l 


